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Ontario Health (OTN) Services and Safeguards 
 eVisit Privacy Care (eVPC)– Novari Health  
 

Description of Services 

Ontario Health (OTN) (OH) is an independent, not-for-profit organization funded by the Ontario Ministry of 

Health. Using advanced information communication technologies and electronic medical devices, OH 

supports the delivery of clinical care, professional education, and health-related administrative services at 

more than 1,600 urban and rural sites across the province.  

OH, is committed to protecting personal health information consistent with the requirements of the 

‘Personal Health Information Protection Act, 2004’ (PHIPA) and Ontario Regulation 329/04. “Personal Health 

Information (PHI)” is any information that can identify an individual and relates to their health care services 

received. This includes but is not limited to name, address, telephone number, health card number, health 

care provider’s name, the reason one was referred for a telemedicine appointment and any examination 

results.  

 

How the Technology Works 
 

OH’s vision is to provide same-day access to primary care to all patients within a geographic region, whether 

the patient is affiliated with a family practice or not. OH’s proposed model would leverage formal regional 

organization of primary care and/or informal networks of providers to maintain and enhance the relationships 

between patients and their providers and to support collaboration among primary care providers. The 

communities of practice approach will ensure appropriate coverage and resourcing that are required for optimal 

and timely access to primary care. This includes timely response to patient-initiated requests for virtual care 

that can offset a proportion of in person visits including walk in clinic visits.  

 

OH’s approach is to work closely with the physicians in the identified region to co-design the delivery model 

that supports a broad range of practice and incentive models including both blended fee-for-service (“FFS”) and 

capitation-based models. OH, is also engaging with patients in the community to identify their barriers to 

accessing primary care and their preferences and priorities with respect to use of technology and accessing 

services. OH’s overall vision is to spread and scale virtual access to primary care across Ontario.  This goal can 

best be achieved by creating an environment in which the best solutions that meet an agreed upon standard 

are available for use by healthcare organizations.  To that end, OH has established a Supplier of Record 

arrangement with qualified Suppliers for primary care virtual visits solutions.  OH, has adopted a phased 

approach beginning with a proof of concept to test and refine the optimal policy, business, and clinical model 

to support scaling of the model to the province. OH’s objective is a scalable, sustainable model of virtual primary 
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care that will spread beyond “early adopter” physicians and patients. 

 

OH, has engaged Novari Health (Novari) a third-party vendor to deliver one of the virtual care solutions using 

Software as a Service (SaaS) solution.  The solution is being developed, hosted, managed, and administered by 

Novari on behalf of OH using their agreement with Microsoft Azure’s infrastructure and data storage services. 

OH’s agreement with Novari stipulates that all personal information (PI) and personal health information (PHI) 

must be accessible from and stored in Canada. 

 

Privacy and Security 

OH, follows industry best practices (e.g. ISO security standards) and legislative requirements (e.g. PHIPA). The 

Privacy and Information Security teams play an active role in building and managing privacy and security within 

OH products and services. Only those OH employees with a business “need to know” and whose work duties 

reasonably require it are granted access to personal and personal health information. 

 

OH, has a comprehensive privacy program in place that addresses the privacy rights of patients in accordance 

with PHIPA. As a Health Information Network Provider (HINP), Service Provider and Agent under PHIPA and 

its regulation, OH provides comprehensive services to its members and users, including health information 

custodians (HICs) and non-custodians, to support them in meeting their obligations and responsibilities under 

PHIPA and other applicable privacy legislation. 

• For this proof of concept compliance with PHIPA is a shared accountability between the participating 

physicians, Novari, and the OH. 

• For this proof of concept (PoC) OH is both a Health Information Network Provider (HINP) and an 

eService Provider (eSP) under PHIPA O. Reg. 329/04 section 6; OH has procured and made available 

to the Local Health Integration Network (LHIN) a third-party cloud solution digital technology, through 

Novari, to enable clinical staff to use the fax solution, as an example.    

• OH is operating as an eSP, as prescribed by PHIPA and O.Reg. 329-04, with respect to the eVPC PoC by 

providing services, using a contracted service provider, Novari, to enable a health information 

custodians (HIC), namely the physicians, to use electronic means to collect, use, modify, disclose, 

retain and dispose of PHI. 

• Both OH and Novari have comprehensive privacy programs in place that address the privacy rights of 

patients in accordance with PHIPA and Ontario Regulation 329-04. 

 

Privacy Governance at OH 

OH, has established a comprehensive privacy governance structure and has full time, dedicated privacy 

employees to address privacy and information management requirements and issues. 

 

Description of Safeguards 

OH monitors, reviews and updates its practices to ensure the privacy and security of confidential information 
(including PHI and PI), processed on its systems and transmitted over its network are safe and secure. OH, uses 
a variety of physical, administrative, and technological safeguards to protect confidential information from 
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unauthorized access, use, copying, modification or disclosure including contractual agreements with all of its 
members. The safeguards described below are not meant to be an exhaustive list and are not limited to: 

 

OH Administrative Safeguards 

• OH, has entered into a Master Agreement (MA) contract with Novari that detail privacy and security related 
requirements, obligations, roles and responsibilities. OH, relies on such an agreement and the 
accompanying Statement of Work (SoW) with Novari to build, operate and define deliverables and 
accountabilities for the end-to-end privacy and security of the eVPC solution.  

• A Privacy Impact Assessment (PIA) and Threat and Risk Assessment (TRA) have been conducted concurrently 
to identify, assess, and mitigate privacy and security risk for the eVPC initiative. The TRA and PIA should be 
considered companion documents in providing a comprehensive overview of safeguards.  

• Privacy and Security policies and procedures are in place as set out in frameworks.  

• Employees receive mandatory privacy and security training upon hire.. 

• Employees sign an Employment Agreement and Confidentiality Agreement (the latter is reviewed and 
accepted annually). 

• Staff with access to PHI are required to undergo Criminal Background Checks. 

• There are dedicated full-time Privacy and Security employees to lead the assurance and compliance efforts. 

• Roles & Responsibilities of Members and Participating Organizations are provided in Terms of Service 
Agreements. 

• OH, has established procedures to address policy violations by employees. 

• OH, has audit log that log every access, modification, or disclosure of PHI, together with the time and 
identity of the accessing user. 

• OH, routinely monitor audit logs for unauthorized access to PHI by staff. 

• OH, has implemented policies and procedures to manage privacy and security incidents and breaches. 
 

Technical Safeguards 
 

OH’s overall quality assurance process includes detailed security testing.  This testing not only includes 
validation that components and services are operational, and that key security safeguards are implemented and 
operated to the necessary degree to minimize the organization’s exposures.  OH, also recognizes that testing is 
vital not only to maintain security controls but to reduce the organization’s risk profile.  

 

Novari Administrative Safeguards 
 

• Novari adheres to a privacy policy to ensure PHI is protected. This policy includes the following: 
▪ Third-parties acting on behalf of Novari are contractually obligated to protect PHI to the same 

standard as Novari. 
▪ Novari has a privacy officer who is responsible for managing compliance with privacy legislation 

and implements best practice as it relates to privacy software features and requirements. 
▪ PHI is not used or disclosed for purposes other than those for which it was collected. 
▪ PHI is retained only as long as necessary for the fulfillment of the purposes above, and/or as 

required by law. 
▪ Novari works with OH to ensure that the data in its system is as accurate, complete and up-to-

date as possible. 

• Other privacy related policies include a Privacy Incident and Breach Management Policy and Procedure, 
Privacy Impact Assessment Policy, Identifying and Handling Confidential Documents Policy and 
Procedure, Facsimile Transmission of Confidential Information Policy and Procedure and Data Retention 
and Sanitization Policy. 
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• In addition, Novari has the following security-related policies and procedures such as access control, 
asset management, incident management, business continuity planning, personnel management, 
supplier management, change management, patch management,  software development life cycle 
(SDLC), systems acquisition and development processes, privacy and security awareness training. 

• Novari has an agreement with Microsoft which provides standard language for use of Azure with declared 
certification with International Organization for Standardization/International Electrotechnical 
Commission (ISO/IEC) 27018 which will meet required privacy/security requirements. 

• Upon hire, staff are required to complete mandatory privacy and security training courses, annually 
thereafter, in accordance with PHIPA, Ontario Regulation 329/04 and any other applicable law and 
regulation; employees also sign an Employment Agreement; as well as an annual Confidentiality 
Agreement, in addition to having to comply with various human resource/privacy/security policies 
outlining user responsibilities. 

• Staff with access to PHI are required to undergo Criminal Background Checks. 

• Novari has  established a sanctions or discipline policy to address policy violations by employees.  

• Novari’s solution has audit logs that log every access, modification, or disclosure of PHI, together with 
the time and identity of the accessing user; Novari routinely monitor audit logs for unauthorized access 
to PHI by internal and external agents. 

• Novari has published Change Management Policy to ensure that systems are reviewed and vulnerabilities 
and/or risks are mitigated prior to production release. 

• Novari has published a Clean Desk Policy to ensure that sensitive documents are securely destroyed, 
unattended laptops are locked, passwords are not written down, and portable media are locked. 

• Cloud administration and support are governed by a least-privileged policy that restricts access to 
minimal information in order to complete a given tasks. 

• Permissions are granted on a just-in-time policy that grants relevant permissions when they are required, 
then revoked when the task is complete. 

 

Physical Safeguards 

• All PHI is hosted in secure, access-controlled facilities provided by Microsoft Canada Azure data centre, 
infrastructure and database services with strict physical access controls, including but not limited to, 
mantraps, security guards, and CCTV monitoring. 

• Novari also maintains physical access control and environmental safeguards in their facilities 

• Novari Physical Security Policy mandates the following: 
▪ Physical computer resources and information resources are properly protected physically. 
▪ Appropriate access control, environmental, and protective, measures are in place. 
▪ Access to, removal of or addition of equipment must be logged. 

 

Technical Safeguards   

• The technical measures include firewalls, malware protection, intrusion detection, audit logging, 
encryption, logical access control, de-identification techniques, identification, and authentication. 

• All information is encrypted while “at rest” (stored in a database) and “in transit” (being viewed in Novari 
software over the internet). 

• Access to the eVPC solution is password protected, using industry recommended password complexity 
requirements. 

• eVPC data resides on a server that is both logically and physically segregated from other servers and 
services. The servers, including for contingency plans and data backup, are located in Canada. 

• All activities of the eVPC solution are logged and available for review as required including routine audits 
of access and changes. 
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• Novari uses role-based access controls to limit access to its software solutions to authorized users. 

• Novari leverages authentication services from Microsoft Azure Active Directory B2C. 

• Novari is using a combination Microsoft Application Insights, Operations Management Suite, and Azure 
Security Center to gain visibility into the performance, health, and security of our cloud resources. 

• Novari leverages Azure’s security services which include, but are not limited to, the following: 
▪ Azure Access Control and Firewalling Services 
▪ Azure Intrusion Detection and Prevention Services 

• The Novari mobile application will be distributed to users either through the Google Play Store for 
Android mobile device users or the Apple App Store for iOS device users. 

 

Where can I get more information about OH’s or Novari’s Privacy Practices? 

Please contact the Privacy Office should you have any questions: 
Ontario Health (OTN Business Unit) Privacy Office 

438 University Avenue, Suite 200, Toronto, ON M5G 2K8 

Email: privacy@otn.ca | Tel: 416-446-4110 / 1-855-654-0888 / TTY: 1-855-368-6889 
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