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Introduction  

The Ontario Telemedicine Network (“OTN”) provides medical services to Ontarians 

by connecting health care practitioners and specialists with patients throughout the 

province by leveraging technological solutions that facilitate access to care. OTN is 

a not-for-profit organization with a mandate to support innovative methods of 

delivering health care to patients across the province. In accordance with this 

mandate, OTN, through various partnerships, has supported the delivery of solutions 

such as video-based “eVisits” and remote patient monitoring. 

This document provides a summary of the key findings from the Threat and Risk 

Assessments (“TRAs”) that were commissioned by OTN for the rollout of its 

Telehomecare Program Solutions – Vivify Pathways and Vivify GO+ 2.0 mobile apps. 

It is OTN’s practice to ensure that TRAs are done on new and significantly-changed 

systems, particularly those containing confidential and/or sensitive information such 

as Personal Health Information (“PHI”). 

Background 

In the fall of 2017, OTN has partnered with Vivify Health Canada (“Vivify”) to develop, 

host and administer a Patient Monitoring and Management System (“PMMS”) for its 

Telehomecare Program. The initial PMMS solution – Vivify Pathways – featured 2 

modalities of access for patients: 

• Fully managed kits consisting of an Android tablet and health monitoring 

devices such as blood pressure cuffs, pulse oximeters and/or weight scales. 

These Bluetooth enabled devices were paired with the tablet to automatically 

obtain the readings and upload them to the Vivify Pathways solution. The kits 

were preconfigured by Vivify and shipped to the patient as part of enrollment; 

and 
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• A Bring Your Own Device (“BYOD”) solution, where the patient uses their own 

health monitoring devices and uses a mobile web browser app to manually 

enter their device readings and upload the to the Vivify Pathways solution. 

To improve user experience, in 2019 Vivify has released a mobile app (Vivify GO+ 

v2.0 for iOS and Android) as a new feature of their service. The app provides 

additional features such as: 

• Bluetooth connectivity to a list of Vivify-supported health monitoring devices; 

• Biometric Self Trending on patient’s smartphone; 

• Secure Messaging between the patient and their Patient Care Team; 

• Video visits between the patient and their Patient Care Team; and  

• Educational Videos and Health Tips. 

Threat and Risk Assessment 

OTN understands that patient monitoring solutions, like other Telemedicine services, 

must operate in an environment that protects the security and privacy of individuals 

using the system. As part of its ongoing risk management practices, OTN has 

commissioned an independent, third-party TRA for both the initial (pilot) release of 

Vivify Pathways solution, as well as for the subsequent release of the Vivify GO+ v2.0 

mobile apps. 

The first of these assessments (Vivify Pathways) was conducted by GRA Consultants 

Inc. while the subsequent Vivify GO+ v2.0 release was assessed by Privcurity 

Consulting. 

TRA Methodology 

 

Both TRAs were based on the Communications Security Establishment Canada 

(CSEC) and the RCMP’s Harmonized Threat and Risk Assessment (HTRA) 

methodology, which provides a consistent means of calculating risks based on 

objective valuations of threats, assets, and vulnerabilities. The HTRA methodology 

was created by the Government of Canada and is widely used in the health care 

sector. 

Key Findings and Risk Treatment Status 
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TRA: Vivify Pathways Pilot 

 

For the intitial solution rollout, a total of 8 risk scenarios were identified with 6 rated as 

Medium and 2 rated as Low and for which recommendations were provided with 

the aim of reducing residual risks to Low or Very Low. The overall risk for the initiative 

was assessed by the authors of the TRA as Medium.  

 

This risk profile was largely due to the coordination and management of security 

associated with the end-to-end solution.  This highlights the need for OTN to better 

coordinate and manage security with their 3rd party solution providers as well as the 

validation that such providers have in fact fulfilled their contractual security 

obligations including assurance that they have implemented appropriate security 

controls. 

 

The TRA provided several recommendations to address the observed vulnerabilities.  

OTN has taken the required steps and implemented the proposed safeguards to 

achieve the desired target risk level of Low/Very Low. 

 

The following table provides a high level summary of the identified risks, their ratings 

(original and current) along with the risk treatment status. 

 
Risk Scenario: Original Risk 

Rating: 
Current Risk 
Rating: 

Risk Treatment Status: 

Sufficiency/Compliance with OTN 

Security Requirements 

MEDIUM  LOW COMPLETED 

(MITIGATED) 

Gaps Coordinating Security with End 

Users 

MEDIUM LOW COMPLETED 

(MITIGATED) 

Gaps Coordinating Security with Service 

Providers 

MEDIUM LOW COMPLETED 

(MITIGATED) 

Susceptibility to Malware MEDIUM LOW COMPLETED 

(MITIGATED) 

Unauthorized Disclosure of Sensitive 

Information 

LOW VERY LOW COMPLETED 

(MITIGATED) 

Errors or Flaws in Solution MEDIUM LOW COMPLETED 

(MITIGATED) 
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Unauthorized Access MEDIUM LOW COMPLETED 

(MITIGATED) 

Ability to Detect, Investigate or Respond 

to Security Events 

LOW LOW COMPLETED 

(MITIGATED) 
 

 

TRA: Vivify GO+ v2.0 mobile apps 

 

For the subsequent release of the GO+ v2.0 apps, a total of 10 risk scenarios were 

identified with 5 rated as High, 3 rated Medium and the remaining 2 rated as Low for 

which recommendations were provided with the aim of reducing residual risks to Low 

or Very Low.  

 

The risk profile was largely due to the dependence on the users (patients) to both 

protect their mobile phones from loss and or theft as well as ensuring that the phones 

are securely configured and that the device’s security features (PIN/Password, 

inactivity lock, encryption, updates) are enabled. 

 

The TRA provided several recommendations to address the identified vulnerabilities.  

OTN has implemented (or is in the process of implementing) the recommendations 

with the aim of reducing the overall risk to an acceptable level. 

 

The following table provides a high level summary of the identified risks, their ratings 

(original and current) along with the risk treatment status. 

 
Risk Scenario: Original Risk 

Rating: 

Current Risk 

Rating: 

Risk Treatment Status: 

Users may not be aware of the necessity 

of securing their personal phones. 

HIGH LOW COMPLETED 

(MITIGATED) 

Theft or loss of patient phone with 

active session could result in exposure of 

patient information. 

HIGH MEDIUM COMPLETED 

(MITIGATED) 

Hackers use lost or stolen phone and log 

into patient application. 

HIGH MEDIUM IN PROGRESS 

Attackers with knowledge of the patient 

may obtain access to the patient's PHI 

through the GO+ web app. 

HIGH LOW COMPLETED 

(AVOIDED) 
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Lack of documented integrated Security 

Incident Response procedures may 

result in improper handling of security 

incidents when discovered. 

HIGH LOW COMPLETED 

(MITIGATED) 

Patients running the GO+ web app from 

a home computer that has been 

compromised could lead to exposure of 

their PHI. 

MEDIUM VERY LOW COMPLETED 

(AVOIDED) 

Patients may not apply security updates 

once vulnerabilities have been fixed. 

MEDIUM LOW COMPLETED 

(MITIGATED) 

Security Incidents may go undiscovered 

for long periods of time expanding the 

magnitude of such breaches. 

MEDIUM LOW COMPLETED 

(MITIGATED) 

Patients may not be able to use apps 

effectively. 

LOW LOW COMPLETED 

(ACCEPTED) 

Successful attacks against the Vivify 

backend systems may expose OTN 

patient information. 

LOW LOW COMPLETED 

(ACCEPTED) 

 
 

 

Please contact OTN’s Information Security Department should you have any questions: security@otn.ca  
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