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Introduction  

OTN understands that primary care related solutions must operate in a secure and reliable manner whereby sensitive patient 

information is protected from unauthorized disclosure, modification and destruction. This report summarizes the security due-

diligence efforts conducted by OTN and Novari Health1 with regards to the rollout of a Virtual Primary Care solution (Novari 

eVisit™)2 for the Enhanced Access to Primary Care POC pilot project. The activities included a formal Threat and Risk Assessment 

(TRA) conducted by an independent, security consulting company (GRA Consultants Inc.)3 as well as several security and privacy 

reviews conducted internally by OTN for new features and enhancements that were introduced following the completion of the 

TRA. 

Project Background 
 

OTN’s vision is to provide same-day access to primary care to all patients within a geographic region, whether the patient is 

affiliated with a family practice or not. OTN has adopted a phased approach beginning with a proof of concept to test and refine 

the optimal policy, business and clinical model to support scaling of the model to the province. OTN’s objective is a scalable, 

sustainable model of virtual primary care that will spread beyond “early adopter” physicians and patients. 

 

To provide the required solution and platform for the pilot, OTN has engaged Novari Health to develop, host, and administer 

the eVisit™ system. The solution is hosted, managed and administer by Novari using Microsoft Azure’s infrastructure and data 

storage services.  

 

TRA Methodology 

The TRA was conducted using the revised 2006 Harmonized CSE/RCMP TRA Methodology4 and the NIST Risk Management 

Guide5 .  These TRA methodologies provide a standard approach for American and Canadian Governments. The TRA focused on 

the security posture of the Novari eVisit™ solution, OTN’s practices around management of 3rd party solution vendors, as well 

as Novari’s ability to provide and deliver secure online solutions. 

Due to the multi-phase/agile nature of the project, several new features were requested by customers and added to the Novari 

eVisit™ solution after the completion of the TRA. Even though most of these did not introduce significant architectural and/or 

technological changes to the Novari platform and were simply extensions of the existing functionality, to ensure that no 

significant security risks were introduced, each new feature was assessed by OTN’s Security and Privacy Teams before being 

approved for deployment. In cases where severe potential risks were identified, either mitigating requirements were provided 

or the feature was not given a permission to proceed. 

 

Key Findings 

  
This TRA concluded that the initial risk level was not uncommon for a proof of concept and did not expose OTN and the 

initiative to any untoward risks that could not be managed via well-established security technology or best practices. 

Particular areas of concern included the need for OTN to better coordinate and manage security with their 3rd party solution 

 
1 https://www.novarihealth.com/ 
2 https://www.novarihealth.com/evisit-telemedicine/ 
3 http://www.graconsult.com/  
4 RCMP/CSE TRA-1 “Harmonized Threat and Risk Assessment (TRA) Methodology” 
5 NIST SP800-30 “Risk Management Guide for Information Technology” 

https://www.novarihealth.com/
https://www.novarihealth.com/evisit-telemedicine/
http://www.graconsult.com/


providers as well as the need to validate that such providers have, in fact, implemented appropriate security controls. It also 

highlighted the need for OTN to improve upon the processes used to complete threat and risk assessments to ensure sufficient 

information is available prior to the commencement of such assessments. 

 

A total of 7 specific risk scenarios were identified, all of which were given a MEDIUM risk level. 

 

Risk 1: Medium: Gaps Coordinating Security with Service Providers 

Risk 2: Medium: Gaps Coordinating Security with End Users 

Risk 3: Medium: Susceptibility to Malware 

Risk 4: Medium: Unauthorized Disclosure of Sensitive Information 

Risk 5: Medium: Errors or Flaws in Solution 

Risk 6: Medium: Unauthorized Access 

Risk 7: Medium: Ability to Detect, Investigate or Respond to Security Events 

 

To mitigate these risks and the corresponding vulnerabilities to an acceptable level (Low or Very Low), the TRA provided a 

comprehensive set of mitigation strategies. While most of the recommendations were immediately applicable to the pilot phase 

and promptly implemented, some were more practical and suitable in the longer term, should the project go past the Proof of 

Concept stage and expand provincially. These are summarized in the following section. 

 

Recommendations and Risk Treatment Status 
 
To ensure that patient and customer data is not exposed to undue risk resulting in unauthorized disclosure, modification or 

destruction of sensitive information, OTN and Novari have implemented several of the TRA recommendations before the launch 

or during the course of the pilot. As of the date of this report, the following safeguards have been implemented: 

 

• Creation of user security awareness documentation to help users identify malicious links, phishing emails, and follow 

security and privacy best practices. 

• Adding security specific language to the Terms of Use and other contractual agreements to ensure users are aware of 

their responsibility to follow security best practices. 

• Integration of the solution with an anti-malware product. 

• Detailed review of technical security safeguards implemented in the Novari eVisit™ solution and supporting platform. 

• Security review of additional architectural and technical documents that were made available after the completion of 

the TRA. 

• Additional security tests and scans of both the Novari platform and OTN components interfacing with the Novari eVisit™ 

solution. 

• Review of contractual agreements and security coordination between Novari and its 3rd party service providers 

supporting the Novari eVisit™ solution. 

• Review of Novari’s security testing plans and results. 

• Review of Novari’s Software Development Life Cycle (SDLC) practices. 

• Verifying that the solution’s Password Requirements and Cryptographic Controls are in line with security best practices 

and Novari and OTN’s internal policies. 

• Creation of procedures to report security and privacy related incidents (both from customers to Novari and Novari to 

OTN) 

• Creation of additional security requirements that 3rd parties must follow in order to interface with OTN’s APIs 

• Implementation of technical controls to minimize the likelihood of taxes to be accidentally sent to wrong recipients. 

• Implementation of administrative controls to ensure that no sensitive or personally identifiable information is sent 

from Novari to the 3rd party service providers supporting the Novari eVisit™ solution. 

 

In addition to the above, the following longer-term recommendations will be implemented should the project go past the Proof 

of Concept stage and expand provincially: 

 

• Novari needs to complete an independent (arm’s length) security due diligence or security attestation (e.g. CHI 

certification) that validates that they have in fact implemented appropriate security controls.   

• Novari and SRFax need to implement suitable controls to minimize the length of time that eFaxes are retained within 

the SRFax cloud service. In particular, faxes should not be retained for 24 months which is presently configured. 



 

Finally, the TRA included some areas of improvement to help OTN manage future engagements with 3rd party solution providers. 

OTN will consider these as part of enhancements to its security program and operations. 

 

• OTN needs to establish a formal process to monitor and track compliance with privacy and security requirements 

identified in its Master Service Agreements (MSAs).  OTN should consider establishing a policy that addresses the 

validation of vendor's fulfilment of their contractual P&S obligations. 

• OTN should consider amending their policies to require their vendors provide evidence of completion of relevant 

security due diligence exercises by qualified and independent (arm’s length) personnel as well as relevant security 

related certifications attestation. 

• OTN need to ensure that appropriate storage, retention and transmission of billing reports they receive directly from 

eVisit or from Novari is compliant with their internal policies. 

 

 

  

Please contact OTN’s Information Security Department should you have any questions:  

  

Information Security - Ontario Telemedicine Network   

438 University Avenue, Suite 200, Toronto, ON M5G 2K8  

Email: security@otn.ca | Tel: 416-446-4110  

 

 
  

  


